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WHAT ARE THE THREATS? m al

You can be the victim of a Phishing Scam.

wale

Your accounts can be hacked into, most often your email account.
Malware or computer software with malicious intent.
Your computer files can be corrupted.

ymputer can be held for ransom.



Types of malware

(5

Ransomware

Trojan horse
e -~ : @
Rootkit ' , : Remote access

Adware

Keylogger



WHAT ARE THE RISKS IF YOUR
COMPUTER IS INFECTED?

The Risks not much.

Fa'
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Many security breaches are harmless. rﬂ
B L

Your email can become a spamming tool, sending out messages on behalf of someone else:
Files on your computer can be corrupted including system files.

our computer can become a zombie in denial of service attacks (you m

y email, websites etc.)



HOW TO PROTECT YOURSELF

USE COMMON SENSE when using email, downloading or using attachments.

DO NOT BE LEAD ASTRAY emails often use fraudulent hyperlinks, beware of unfamiliar

websites.
BEWARE OF EMAILS WITH ATTACHMENTS only open attachments from known senders.

AVOID FILLING OUT FORMS CONTAINED WITHIN EMALIL often they are phishing for pé

information.

ALWAYS LOG DIRECTLY TO THE OFFICAL WEBSITE FOR THE BUSINESS IDE

instead of using a provided link which may be fake.

D TO ACT QUICKLY OR AS




HOW TO PROTECT YOUR COMPUTER n

USE A CLOUD TOOL Dropbox, OneDrive, Google Drive will store files for free.

INSTALL ANTI-VIRUS SOFTWARE Windows Security on Windows 10, Norton,
MacAfee, Avast, Kaspersky, Malwarebytes anything is fine. 4
UPDATE YOUR OPERATING SYSTEM use update and security from Wing

10 settings screen.

PDATE ANTI-VIRUS DEFINITIONS AND RUN SCANS defi

stomatically but do this once in a while



HOW DO | UPDATE WINDOWS 10?

Select Windows Start Button E + |
Select Gear/Settings & sting

Select Updates & Security @ Home Windows Update

*Some settings are managed by your organization
Select Check for Updates

Find a setting pe

View configured update policies

You're up to date
Last checked: Today, 5:33 AM

Check for updates

Update & Security

£

Windows Settings > Windows Update

| Find a setting Tt R L
LA Delivery Optimization

wr Windows Security

Devices D Phone

Bluetoath, printers, mouse

g System

Display, sound, notifications,
power

Link your Android, iPhone

@ Pause updates for 7 days

7 Backup Visit Advanced options to change the pause period

Personalization

Network & Internet Apps
Wi-Fi, airplane mode, VPN Background, lock screen, colors s Uninstall, defaults, aptional
features

® View update history
See updates installed on your device

Troubleshoot

Recovery Advanced options

Additional update controls and settings

G)

Accounts Time & Language ) Gaming
Your accounts, email, sync, Speech, region, date — Xbox Game Bar, captures, Game
work, other people Mode

{’17 Ease of Access /C) Search & Privacy

Narrator, magnifier, high Find my files, permissions Location, camera, microphone
contrast

&
o
©@ Activation
i}

Find my device
Looking for info on the latest updates?

]

H For developers Learn mor

Update & Security
Windows Update, recovery,
backup




HOW DO | UPDATE VIRUS PROTECTION

Windows Security

Select on toolbar Vind ecurity - Act end 2 O Virus & threat protection

Select Virus & . & _f

Virus & threat protection

Protection for your device against threats.

Avast Antivirus

threat protection

G Shes Avast Antivirus is turned on.

C t threat:
&) Firewall & network protection urrent threats

Select update virus e @ s
definitions OR

run scan (select

@ No actions needed.

Protection settings

Sretp s @ No actions needed.

Windows Security

=}

Devi rfol & health -
2 LA = Protection updates
&R

Family options @ No actions needed.

Security at a glance

See what's happening with the security and health of your device

Llone and take any actions needed.

quick scan or e
A

Account protection

Virus Scans

Here you’ll find a variety of scan types, from our popular Smart Scan (to detect
malware and other issues) to more specialized scans below.

Firewall & network protection v v v

targeted scan) gy

Device security

Virus & threat protection Account protection Firewall & network
No action neaded. No action needed. protection
No action needed.

Device performance & health

Famiyoptions RUN SMART SCAN
A v
App & browser control Device security Device performance & Other scans
The setting to black potentially View status and manage health

unwanted apps is turned off. hardware security features No action needed.
Your device may be vulnerable. O

Family options Full Virus Scan Targeted Scan Boot-Time Scan
& Settings m:i",i::\.ihi:m'ﬁm"y i Scan your entire PC from Scan specific folders or Scan for threats before

top to bottom external drives Windows starts up










